Abstract-In this paper, we address the problem of robustly estimating the position of randomly deployed nodes of a wireless sensor network (WSN), in the presence of security threats. We propose a range-independent localization algorithm called high-resolution range-independent localization (HiRLoc), that allows sensors to passively determine their location with high resolution, without increasing the number of reference points, or the complexity of the hardware of each reference point. In HiRLoc, sensors determine their location based on the intersection of the areas covered by the beacons transmitted by multiple reference points. By combining the communication range constraints imposed by the physical medium with computationally efficient cryptographic primitives that secure the beacon transmissions, we show that HiRLoc is robust against known attacks on WSN, such as the wormhole attack, the Sybil attack, and compromise of network entities. Finally, our performance evaluation shows that HiRLoc leads to a significant improvement in localization accuracy compared with state-of-the-art range-independent localization schemes, while requiring fewer reference points.
I. INTRODUCTION

W
HEN wireless sensor networks (WSN) are deployed to monitor and record a wide range of valuable information, such as acoustic, visual, thermal, seismic, or any other type of measured observation, it is essential that sensor reports are coupled with the location that the observation occurred. Since future applications of WSN envision on-demand network deployment in a self-configurable way with no prespecified structure or supporting infrastructure, sensors cannot know their location a priori. Hence, sensors need to apply a localization process in order to discover their location. This localization process must occur during the network initialization and when the location of the sensor changes, or, alternatively, can be applied on demand when localization information is required by network protocols such as, routing and security protocols [2] , [12] , [17] .
Since sensors are intended to be low-cost disposable devices, currently developed solutions such as global position system (GPS) [11] , are inadequate for the hardware and power-limited sensors. Furthermore, since WSN may be deployed in hostile environments and operate in an untethered manner, they are susceptible to a variety of attacks [9] , [12] , [14] that could significantly impact the accuracy of the localization process. Since Manuscript received October 17, 2004 ; revised August 15, 2005 . This work was supported in part by the Office of Naval Research (ONR) YIP under Award N00014-04-1-0479, and in part by ARO PECASE under Grant W911NF-05-1-0491.
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Digital Object Identifier 10.1109/JSAC.2005.861381 location information is an integral part of most wireless sensor network services such as geographical routing [2] , and applications such as target tracking and monitoring, it is of paramount importance to secure the localization process. While the topic of sensor localization in a trusted environment has been extensively studied in the literature, [1] , [5] , [10] , [25] , [26] , [30] , [31] , localization in the presence of malicious adversaries remains an unexplored area of research [6] , [15] , [18] - [22] .
In this paper, we address the problem of enabling nodes of a WSN to compute a high-resolution estimate of their location even in the presence of malicious adversaries. This problem will be referred to as High-Resolution Secure Localization. Since sensors are limited in hardware capabilities, we pursue solutions that do not require any special ranging hardware at the sensor side to infer quantities such as range or angle of arrival estimates. We refer to those solutions as range-independent. Specifically, we consider secure localization for wireless sensor networks in the context of: 1) decentralized and scalable implementation; 2) resource efficiency in computation, communication and storage; 3) rangeindependence; and 4) robustness against security threats in WSN.
In this paper, we make the following contributions. We introduce a novel localization scheme for WSN called high-resolution range-independent localization (HiRLoc), that allows sensors to passively determine their location with high accuracy (sensors do not interact to determine their location). The increased localization accuracy is the result of combination of multiple localization information over a short time period, and does not come at the expense of increased hardware complexity or deployment of reference points with higher density. Since our method does not perform any range measurements to estimate the sensors' location, it is not susceptible to any range measurement alteration attacks. Furthermore, sensors do not rely on other sensors to infer their location and hence, the robustness of our localization method does not rely on the easily tampered sensor devices. Finally, we show that our method is robust against well known security threats in WSN, such as the wormhole attack [12] , [28] , the Sybil attack [9] , [13] , [33] , and compromise of network entities. Based on our performance evaluation, we show that HiRLoc localizes sensors with higher resolution than previously proposed decentralized range-independent localization schemes [3] , [10] , [18] , [25] , [26] , while requiring fewer hardware resources.
The remainder of the paper is organized as follows. In Section II, we state our network model assumptions. Section III describes HiRLoc and Section IV presents the security analysis. In Section V, we provide the performance evaluation. In Section VI, we review related work and in Section VII, we present open problems and discussion. Section VIII presents our conclusions.
II. NETWORK MODEL ASSUMPTIONS
Network Deployment: We assume that a set of sensors with unknown location is randomly deployed with a density within an area . We also assume that a set of specially equipped nodes with known location 1 and orientation, called locators are also randomly deployed with a density , with . The random deployment of the locators with a density can be modeled after a homogeneous Poisson point process of rate [8] . The random deployment of sensors with a density , can be modeled after a random sampling of the area with rate [8] . If denotes the set of locators heard by a sensor , i.e., being within range from , the probability that hears exactly locators, is given by the Poisson distribution [8] (1)
Note that (1) provides the probability that a randomly chosen sensor hears locators given that locators are randomly distributed and not Poisson distributed [8] .
Antenna Model: We assume that sensors are equipped with omnidirectional antennas, able to transmit with maximum power , while locators are equipped with directional antennas with a directivity gain , and can simultaneously transmit on each antenna with maximum power . 2 We also assume that locators can vary their transmission range from zero to a maximum value of , via power control. Furthermore, we assume that locators can change their antenna direction, either through changing their orientation or rotating their directional antennas.
III. HIGH-RESOLUTION RANGE-INDEPENDENT
LOCALIZATION SCHEME (HiRLoc)
In this section, we present the HiRLoc scheme that allows sensors to determine their location with high accuracy even in the presence of security threats. HiRLoc achieves passive sensor localization based on beacon information transmitted from the locators with improved resolution compared with our initial algorithm (SeRLoc) presented in [18] and [19] , at the expense of increased computational complexity and communication.
A. Location Determination
In order to determine their location, sensors rely on beacon information transmitted from the locators. Each locator transmits a beacon at each directional antenna that contains: 1) the locator's coordinates; 2) the angles of the sector boundary lines defined by the directional transmission, with respect to a common global axis; and 3) the locator's communication range . Locators may change their orientation over time and 1 Position can be acquired through manual insertion or through GPS receivers [11] . Though GPS signals can be spoofed, knowledge of the coordinates of several nodes is essential to generate a coordinate reference system. An effort to secure GPS localization has been recently proposed in [15] . 2 The higher transmission power at the locators is a reasonable assumption, given that sensors are low-power devices. A typical sensor has a maximum transmission power of P = 0:75 mW [24] . For a homogeneous medium with attenuation factor = 2 locators need to transmit with a power P = 75 mW to achieve a communication range ratio (R=r) = 10, without taking into consideration the directivity gain of the locators' antennas. retransmit beacons in order to improve the accuracy of the location estimate. Based on the beacon information, sensors define the sector area as the confined area covered by the th transmission of a locator . A sensor receiving the th beacon transmission from locator , is included within the sector area . Note that sensors do not perform any signal strength, time of flight, or angle of arrival measurement and, hence, HiRLoc is a range-independent localization scheme. Let denote the set of locators heard by a sensor , during the th transmission round. By collecting beacons from the locators , the sensor can compute its location (an area rather than a single point), as the region of intersection (ROI) of all the sectors . Note that a sensor can hear beacons from multiple locators, or multiple beacons generated by the same locator. Hence, the after the th round of beacon transmissions can be expressed as the intersection of all the sectors corresponding to the beacons available at each sensor (2) Since the indicates the confined region where the sensor is located, reducing the size of the leads to an increase in the localization accuracy. Based on (2), we can reduce the size of the by: 1) reducing the size of the sector areas and 2) increase the number of intersecting sectors . In our previous algorithm named SeRLoc [18] , [19] , sensors compute their location by collecting only one beacon transmission from each locator. Since subsequent rounds of transmissions contain identical sector information as the first round of transmissions, the reduction of the in SeRLoc can only be achieved by: 1) increasing the locator density so that more locators are heard at each sensor, and higher number of sectors intersect or 2) by using narrower antenna sectors to reduce the size of the sectors . Both these methods reduce the localization error at the expense of higher number of devices with special capabilities (more locators), and more complex hardware at each locator (more antenna sectors).
In HiRLoc, we propose methods for reducing the by exploiting the temporal dimension, and without incurring the costs of deploying more locators, or equipping them with expensive antenna systems. The locators provide different localization information at consecutive beacon transmissions by: 1) varying the direction of their antennas and 2) varying the communication range of the transmission via power control. We now explore how both these methods lead to the reduction of the .
1) Varying the Antenna Orientation:
The locators are capable of transmitting at all directions (omnidirectional coverage) using multiple directional antennas. Every antenna has a specific orientation and, hence, corresponds to a fixed sector area . The antenna orientation is expressed by the angle information contained in the beacon , where denote the lower and upper bounds of the sector . Instead of reducing the size of the intersecting sectors by narrowing the antenna beamwidth, locators can change the orientation of their antennas and retransmit beacons with the new sector boundaries. A change in the antenna orientation can occur either by changing the orientation of the locators, or by rotation of their antenna system. A sensor collects multiple sector information from each locator over a sequence of transmissions: , . As expressed by (2) , the intersection of a larger number of sectors can lead to a reduction in the size of the . As an example, consider Fig. 1 where a sensor hears locators . In Fig. 1(a) , we show the first round of beacon transmissions by the locators , and the corresponding . In Fig. 1(b) , the locators rotate their antennas by an angle and transmit the second round of beacons with the new sector boundaries. The in the two rounds of beacon transmissions, can be expressed as
The antenna rotation can be interpreted as an increase on the number of antenna sectors of each locator via superposition over time. For example, consider Fig. 1(c) , where a locator is equipped with three directional antennas of beamwidth . Transmission of one round of beacons, followed by antenna rotation by and retransmission of the updated beacons is equivalent to transmitting one round of beacons when locators are equipped with six directional antennas of beamwidth .
2) Varying the Communication Range:
A second approach to reduce the area of the , is to reduce the size of the intersecting sectors. This can be achieved by allowing locators to decrease their transmission power and rebroadcast beacons with the new communication range information. In such a case, the sector area is dependent upon the communication range at the th transmission, i.e.,
. To illustrate the reduction, consider Fig. 2(a) , where locators transmit with their maximum power; sensor computes:
. In Fig. 2(b) , locators reduce their communication range by lowering their transmission power and retransmit the updated beacons. While locator is out of range from sensor and, hence, does not further refine the sensor's location, can still hear locator and, therefore, reduce the size of the . 3) Hybrid Approach: The combination of the variation of the antenna orientation and communication range leads to a dual dependency of the sector area . Such a dependency can also be interpreted as a limited mobility model for the locators. For a locator moving in a confined area, the antenna orientation and communication range with respect to a static sensor varies, thus providing the sensor with multiple sector areas . The mobility model is characterized as limited, since the locator has to be within the range of the sensor for at least a fraction of its transmissions in order to provide the necessary localization information. We now present the algorithmic details of HiRLoc.
B. Algorithmic Details of HiRLoc
Equation (2), expresses two different ways of computing the region of intersection. We can, 1) collect all beacons over several transmission rounds and compute the intersection of the all sector areas or 2) estimate after every round of transmissions and intersect it with the previous estimate of the . We will refer to the first approach as HiRLoc-I and the latter approach as HiRLoc-II. Though both of these approaches result in the same estimate of the , they exhibit different properties explained below.
HiRLoc-I: Computing the Intersection of All Sector Areas:
In the first version of HiRLoc, the estimation of the is computed by collecting all beacons transmitted by each locator over time, intersecting all sectors of each locator, and then intersecting the outcome (4) The pseudocode for HiRLoc-I is presented in Fig. 3 .
The algorithmic steps performed are as follows.
Step 1: Initial estimate of the ROI-In Step 1, the sensor determines the set of locators that will be used for its localization. Based on the coordinates of the locators , and the maximum communication range of the locators, denoted as , the sensor calculates the first estimate of the as follows: Let , , , denote the minimum and maximum locator coordinates form the set defined as
Since every locator in set is within a range from sensor , if can hear locator with coordinates , it has to be located left from the vertical boundary of . Similarly, has to be located right from the vertical boundary of , below the horizontal boundary of , and above the horizontal boundary of .
Step 2: Beacon collection-In Step 2, sensors continue to collect all the beacons heard over multiple beacon transmission rounds, 3 generated due to changes in the parameters of the antenna sector. We describe three different options on the type of parameter changes that the locators can perform.
Option A: Antenna orientation variation-The locators rotate their antennas by a prespecified angle , where is the number of antenna sectors at each locator and is the total number of antenna rotations until the initial configuration is repeated (A total of different transmissions take place). The antenna orientation variation increases the number of sectors defining the by a factor of . The number of intersecting sector is equal to . Hence, the algorithmic complexity for computing the is increased by a factor of compared with SeRLoc [18] . , if a sensor is able to hear the th transmission of , only the sector area corresponding to contributes to the estimation of the . Hence, all previous beacons can be ignored. The communication range variation does not increase the number intersecting areas and, hence, does not increase the algorithmic complexity compared with SeRLoc [18] . The number of sector areas that intersect to define the is equal to . Option C: Combination of options A, B-Locators can variate both their communication range and their antenna orientation, by going through a total of steps. The number of sectors that intersect to define the is , and the algorithmic complexity is equal to option A.
Step 3: Determination of the ROI-Though analytical computation of the is achievable based on the intersection of the boundary lines of the sectors, in order to reduce the computational complexity, each sensor uses a majority votebased scheme as in SeRLoc [18] , and described briefly here. The sensor places a grid of equally spaced points within the first estimate of the computed in Step 1. For each grid point, the sensor holds a score in a grid score table (GST), with initial scores set to zero. Let denote the th grid point. For each grid point the sensor increases the corresponding score in the GST with respect to a sector corresponding to a locator if the two following conditions are satisfied: (6) where is the slope of the line connecting with . The sensor determines the as the grid points with the highest score on the GST (7)
HiRLoc-II: Computing the Sector Intersection at Each Transmission Round:
In our second approach, the sensor computes the by intersecting all collected information at each transmission round (8) At a transmission round the sensor intersects the newly acquired sectors as described in Step 3 of HiRLoc-I, and computes (9) Then, the sensor intersects the with the previous estimate to acquire the current estimate (10) HiRLoc-II can be seen as an iterative application of SeRLoc [18] , with sensors using SeRLoc at each transmission round to estimate and intersecting it with the previous one.
Comparison of HiRLoc-I and HiRLoc-II:
Though both versions of HiRLoc result in the same estimation once all transmission rounds have been completed, the two methods have different algorithmic complexity. In HiRLoc-I, we make use of a smaller number of sectors compared with HiRLoc-II, since several beacons from the communication range variation phase are discarded (see Step 2) . In addition, the intersection of the with the previous estimate at each transmission round, adds an extra computational step for HiRLoc-II. On the other hand, in HiRLoc-II, the sensor has an estimate of its location at any given time, and does not have to wait for several transmission rounds to compute the . Furthermore, the sensor may choose to terminate the algorithm at some intermediate round, if its location is computed with sufficient accuracy and, hence, reducing the computational complexity. Note that in HiRLoc-I, sensors may also compute a estimate at any transmission round if they choose to.
C. Security Features of HiRLoc
In order to provide high-resolution robust localization in an untrusted environment, HiRLoc is enforced with the following security features.
Encryption of the Beacon Transmissions: All the beacons transmitted from locators are encrypted with a globally shared symmetric key , preloaded in every sensor and locator before deployment. In addition, every sensor shares a symmetric pairwise key with every locator , also preloaded. In order to reduce the storage requirement at each locator the pairwise keys are derived by a master key , using a pseudorandom function [32] , and the unique sensor .
Authentication of the Beacon Transmissions:
In order to prevent holders of the common key from broadcasting bogus beacons, we provide a mechanism that allows sensors to authenticate the source of the beacons using collision-resistant hash functions [32] . Each locator has a unique password , blinded with the use of a collision-resistant hash function such as SHA1 [32] . By recursive application of the hash function, each locator generates a chain of hash values: , , , with never revealed to any sensor. The number of hash values stored at each locator determines the number of beacon transmissions that each locator can perform and, hence, has to be large. Due to the collision resistance property, it is computationally infeasible for any attacker to find a , such that , . To enable sensors to authenticate a beacon transmission, each sensor is preloaded with a table containing the of each locator and the corresponding hash value . To reduce the locator storage requirements, locators employ an efficient storage/computation method for hash chains of time/storage complexity [7] . Authentication Mechanism: A locator transmitting its th beacon appends the next hash value toward the beginning of the hash chain , along with the index . Every sensor that hears the beacon, hashes the received hash value to verify that . If the verification is correct, the sensor accepts the beacon information, replaces with in its memory, and increases the hash counter by one. The hash counter facilitates the synchronization with the latest published hash value, in case of loss of some intermediate hash values. The th beacon format of locator is as follows:
where , denotes the concatenation operation and denotes the encryption of message with key . Note that our authentication mechanism does not prevent a sensor from authenticating a bogus beacon, if the beacon originates from a locator that is not within the communication range of the sensor. However, our method guarantees that beacons originating from the set of locators directly heard by a sensor , are indeed authentic. In our threat analysis, we will show that this is a sufficient condition for the robust location computation when sensors are under attack.
IV. SECURITY THREATS AGAINST HiRLoc
In this section, we explore the security threats against HiRLoc, that can occur when sensors are deployed in an untrusted environment. We show that HiRLoc allows sensors to perform robust high-resolution location computation even in the presence of malicious adversaries.
A. Attacker Model
We assume that the goal of the attacker, is to displace the sensor, i.e., lead the sensor to a location estimation significantly different than its actual location. Furthermore, we assume that the adversary attacking the localization scheme wants to remain undetected by the sensors, or the locators. Hence, we do not consider all possible denial-of-service (DoS) attacks that will prevent the sensor from any location computation. Note that our defense mechanisms are developed to allow the robust location computation even in the presence of malicious adversaries, and not to prevent the attacks from interrupting other network protocols.
B. Wormhole Attack
Threat Model: In the wormhole attack discussed in [12] , [28] , an adversary deploys a direct link referred as wormhole link between two points on the network with a distance longer than the communication range. The adversary records any broadcasted information at one end of the wormhole link, known as the origin point, tunnels it to the other end of the link, known as destination point, and replays the information into the network. Hence, the wormhole attack can be launched without compromising any host, or the integrity and authenticity of the communication and is difficult to detect [12] .
Wormhole Attack Against HiRLoc-Antenna Orientation Variation: An adversary launching a wormhole attack against HiRLoc, records beacons at the origin point, and replays them at the destination point, in order to provide false localization information. Note that since in Step 1 of HiRLoc, the sensor determines the set of locators that are within range, and accepts future transmissions only from that set of locators, the attacker has to replay the recorded beacons in a timely manner, i.e., before the second round of beacon transmissions occurs.
Furthermore, the attacker must continue to forward all subsequent beacon transmissions occurring at the origin point due to the antenna orientation variation, in order to compromise the majority vote scheme used in Step 3, and displace the sensor. For example, if each locator performs antenna rotations, due to majority voting the attacker has to replay more than beacons corresponding to sectors that lead to a different than the sensor's location.
In Fig. 4(a) , the attacker records beacons from two origin points, tunnels them via the wormhole link and replays them to sensor . Assuming that the attacker replays the beacons in a timely manner, the sensor register as set of locators heard
. If all beacons updates are forwarded to the sensor, sectors will intersect around the actual location of the sensor, sectors will intersect around origin point , and beacons will intersect around the origin point . Hence, due to the majority vote scheme employed in Step 3 of HiRLoc, the sensor will be displaced in the area of the origin point . Note that replay from multiple origin points does not increase the effectiveness of the wormhole attack in corrupting the location estimation of a sensor, since the sectors corresponding to different origin points do not overlap.
Defending Against the Wormhole Attack-Antenna Orientation Variation: All beacons considered in the computation originate from locators determined in Step 1 of HiRLoc. To avoid sensor displacement the sensor must be capable of identifying the valid set of locators from the replayed one, . Since the set is defined before any antenna rotation, this step is identical to the determination in SeRLoc [18] . Hence, the mechanisms developed for SeRLoc for identifying can also be employed in the case of HiRLoc. In particular, the wormhole attack can be detected due to the following two properties [18] . 1) Single message/sector per locator property: Reception of multiple messages authenticated with the same hash value is due to replay, multipath effects, or imperfect sectorization. 2) Communication range violation property: A sensor cannot hear two locators , more than apart, i.e., , . The proofs of properties 1 and 2 are provided in [18] . Due to property 1, an adversary cannot replay beacons originating from locators directly heard to the sensor ; since the replays will use an already published hash value. For example, in Fig. 4(a) , if an adversary replays a beacon originating from any antenna of locator , 4 the sensor will already have received a beacon authen-ticated with an identical hash value from the direct link. Hence, the sensor can detect that is under attack if any such replay occurs. Note that a replay due to multipath effects or imperfect sectorization results in false positives, and will be dropped from the location estimation computations.
Due to property 2, an adversary cannot replay a beacon originating from a locator that is more than apart from any of the set of locators heard to the sensor under attack. As an example, in Fig. 4(a) , if the adversary replays a beacon from a locator that is more than away from any of the locators , the attack will be detected. Based on properties 1 and 2, it was shown that independent of the location of the origin point(s), any wormhole attack will be detected with a probability very close to unity [18] . In fact, we were able to analytically evaluate the probability of wormhole detection based on the distribution parameters and the communication range of the locator to be equal to [19] (11) (12) (13) with being the distance between the sensor and the origin point of the attack [18] . Once the attack is detected, the sensor can identify the valid set of locators , using the attach-tocloser-locator (ACLA) method presented in [18] , and use only the beacons originating from the valid set to compute the . In ACLA, a sensor under attack waits for a small random time before broadcasting a nonce along with its sensor ID, and then awaits for the first authentic reply containing the nonce. Locators that hear the sensor's broadcast reply with the nonce, their and localization information, encrypted with the pairwise key . Since the closest locator always replies first and is always directly heard to the sensor under attack, the sensor is able to identify the valid set of locators as all the locators less than away from the closest locator and use the corresponding beacons to compute a correct estimate. Note that ACLA, requires that the closest locator has not been compromised. We will investigate the locator compromise in Section IV-D.
Wormhole Attack Against HiRLoc-Communication Range Variation: When HiRLoc is applied with the communication range variation option (Option B), identifying the set of valid locators from the replayed ones is not sufficient to prevent wormhole attacks. As an example consider Fig. 4(b) , and assume that all locators are heard to sensor when they transmit with the maximum transmission power. During Step 1 of HiRLoc, the sensor identifies . Assume also that each locator performs beacon transmissions with different communication ranges, and that only transmissions are heard at the sensor. An adversary being located at the origin point can record and replay to the sensor up to beacons not heard to the sensor and displace it.
Defending Against the Wormhole Attack-Communication Range Variation: In the case of the communication range variation, the detection method based on properties 1 and 2 cannot prevent the attack, as illustrated by the previous example. However, we can still detect a wormhole attack using the following approach.
Instead of computing the after the collection of all beacon transmissions, the sensor computes an estimate of the by using all the beacons transmitted with the maximum communication range. The computation of the is identical to the computation of the in the case of the SeRLoc [18] . Once the initial estimate of the is computed robustly, any subsequent estimation of the must intersect with the initial one. Since subsequent estimates are refinements of ; if the sensor computes a that does not intersect with the initial one, it detects that it is under attack. Hence, an adversary can only hope to displace the sensor within the region of the initial estimation of the . In our example in Fig. 4(b) , the sensor initially computes the located around its actual location. The replay of the beacons from the origin point generate a around the origin point that does not intersect with the initial estimate of the . Hence, the attack is detected and the beacons intersection in are rejected.
C. Sybil Attack
Threat Model: In the Sybil attack [9] , [13] , [33] , an adversary impersonates multiple network entities, by assuming their IDs. In a network where data are encrypted and the ID of each transmitting entity is authenticated, unlike the wormhole attack, the adversary has to both compromise the encryption and authenticity of the communication in order to successfully launch a Sybil attack. In HiRLoc, sensors determine their location based on information transmitted only by locators. Hence, an attacker can only impact the localization if it impersonates locators. In our attack analysis against HiRLoc, we focus on locator impersonation.
Sybil Attack Against HiRLoc-Aantenna Orientation Variation:
In order for an attacker to impersonate a locator and provide bogus beacon information to a sensor , the attacker has to: 1) compromise the globally shared key used for the beacon encryption and 2) acquire a published hash value from a locator not directly heard by the sensor . 5 Once the attacker compromises , it can record a beacon from a locator not heard by , decrypt the beacon using , alter the beacon content, and forward the bogus beacon to sensor . Since the sensor does not directly hear the transmission from the impersonated locator, it will authenticate the bogus beacon. By impersonating sufficient number of locators, the attacker can forward to a sensor a higher number of bogus beacons than the valid ones, compromise the majority vote scheme, and displace . In Fig. 5(a) , the attacker decrypts all beacons received from locators and acquires the published hash values, during all transmission rounds of the antenna orientation variation. Using the hash values, it can fabricate any desired beacon and forward it to sensor . Since the fabricated beacons are more than the valid ones, the sensor is displaced at an arbitrary area. Defense Against the Sybil Attack: Since the locators are randomly distributed, on average, each sensor will hear the same number of locators. Hence, when a sensor is under attack, it will hear an unusually high number of locators (more than double the valid ones). We can use our knowledge of the locator distribution to detect the Sybil attack by selecting a threshold value as the maximum allowable number of locators heard by each sensor. If a sensor hears more than locators, it assumes that is under attack and executes ALCA to determine its position. Since ACLA utilizes the pairwise keys to identify the valid set of locators, the Sybil attack will not be successful, unless the attacker compromises locators. We will analyze the locator compromise case in the next section. The probability that a sensor hears more than locators is (14) Using (15), we can select the value of so that there is a very small probability for a sensor to hear more than locators, while there is a very high probability for a sensor to hear more than locators. In Fig. 5(b) , we show versus , for varying locator densities . Based on Fig. 5(b) , we can select the appropriate value for each value of .
Sybil Attack Against HiRLoc-Communication Range Variation: When HiRLoc uses the communication range variation option, an adversary launching a Sybil attack can also impersonate locators when their communication range is reduced so that they are no longer heard to the sensor. For example, in Fig. 5(a) , when locator reduces its communication range and is no longer heard by , it can be impersonated in a similar way as locators . In such a case, limiting the number of locators heard to a maximum allowable number does not guarantee that the valid beacons will be more than the fabricated ones. In order to avoid sensor displacement, we follow the same approach as in the case of the wormhole attack in the communication range variation option. The sensor computes an estimate of the by using only the beacons with the maximum communication range and by limiting the number of locators heard. Once the initial estimate of the is computed, any subsequent estimation has to intersect with the initial one. Otherwise, the sensor detects that is under attack and rejects that estimate. Hence, an adversary can only hope to displace the sensor within the region of the initial estimation .
D. Compromised Network Entities
Network entities are assumed to be compromised when the attacker gains full control over their behavior. While an attacker has no incentive to compromise sensors, since sensors do not actively participate in the localization procedure, compromise of a single locator can potentially lead to the displacement of any sensor in the network [18] .
An adversary compromising a locator gains access to both the globally shared key , the master key used for the construction of all the pairwise keys, as well as the locator's hash chain. During the execution of ACLA, a compromised locator can displace a sensor if it transmits from a location that is closer to the sensor than the closest valid locator. To avoid sensor displacement by a single locator compromise, we strengthen the robustness of the ACLA algorithm by adopting the enhanced location resolution algorithm (ELRA) initially proposed in [19] , in order to resolve any location ambiguity. The advantage of ELRA is that it involves replies from more than one locators, so that a single locator compromise is not sufficient to displace a sensor. A sensor under attack executes the following steps to determine its location
Step 1: Sensor broadcasts a nonce , the set of locators heard in the first transmission round and its (15) Step 2: Every locator receiving appends its coordinates, the next hash value of its hash chain and its , encrypts the message with and rebroadcasts the message to all sectors with maximum power.
Step 3: Every locator receiving the rebroadcast, verifies the authenticity of the message, and that the transmitting locator is within range. If the verification is correct and the receiving locator belongs to , the locator broadcasts a new beacon with location information and the nonce encrypted with the pairwise key with sensor (16) Step 4: The sensor collects the first authentic replies from locators, and selects those locators as the valid set. The sensor executes HiRLoc with only the valid set of locators.
The pseudocode for the ELRA is shown in Fig. 6 . Each beacon broadcast from a locator has to include the nonce initially broadcasted by the sensor and be encrypted with the pairwise key between the sensor and the locator. Hence, given that the sensor has at least locators within range with very high probability [see Fig. 5(b) ], the adversary has to compromise at least locators, in order to displace the sensor under attack.
V. PERFORMANCE EVALUATION
In this section, we compare the performance of HiRLoc with state-of-the-art decentralized range-independent localization techniques [3] , [10] , [18] , [25] , [26] . We show the improvements achieved when HiRLoc is employing the antenna orientation variation and when HiRLoc is employing the communication range variation method. For our performance evaluation, we randomly distributed 5000 sensors within a square area and also randomly placed locators within the same area, and for each sensor we computed the for different locator densities . We repeated each experiment for 100 networks and averaged the results.
Using the locator density , we can compute the average number of locators heard by each sensor, as well as the number of locators that need to be deployed in order to cover a specific region with density . The average locators heard by each sensor is computed based on (1), and is equal to (17) where denotes the total number of locators deployed and denotes the size of the deployment region.
For example, if we want each sensor to hear on average ten locators and the communication range of each locator is equal to m, we need to deploy locators with a density
Given the locator density, the total number of locators than need to be deployed to cover a square area is equal to . Deploying 80 locators is sufficient for each sensor to hear on average 10 locators, independent of the number of sensors deployed within the sensor field. Once the deployment area has been sufficiently covered with locators, an arbitrary number of sensors can be supported within that area.
A. Localization Error Versus Locators Heard and Communication Overhead
In our first experiment, we examined the impact of the average number of locators heard on the localization accuracy of HiRLoc and compared it with the state-of-the-art range-independent localization algorithms. We evaluated the average localization error as (18) where denotes the set of sensors deployed within , denotes the location estimate for sensor and denotes the real position of the sensor. For HiRLoc, the location estimate of each sensor was computed as the center of gravity of the . In order to provide a fair comparison with methods that do not use directional antennas, we normalized for HiRLoc by multiplying with the number of antenna sectors used at each locator.
In Fig. 7(a) , we show the average localization error in units of sensor communication range for varying number of locators heard at each sensor. HiRLoc-AV denotes HiRLoc that uses antenna orientation variation to improve upon the accuracy of the location estimate of sensors. HiRLoc-RV denotes HiRLoc that uses communication range variation to improve upon the accuracy of the location estimate of sensors. For HiRLoc-AV and HiRLoc-RV, we performed only one rotation of the antenna at each locator and only one reduction in the communication range, respectively and used three-sectored antennas.
We can observe that HiRLoc-AV has the best performance among all algorithms while HiRLoc-RV gives the second best performance. The localization error drops rapidly under even for small values of while it is equal to for . 6 HiRLoc-AV is superior than HiRLoc-RV for the same value of , since in HiRLoc-AV locators still transmit with the same transmission power once their antenna has been rotated. Hence, the same set of locators is heard at each sensor in any transmission round. On the other hand, in HiRLoc-RV, 6 LH = 15 corresponds to each sensor hearing on average five locators since locators were equipped with three-sectored antennas. once the transmission range has been reduced some of the locators heard in the previous round may get out of the range of the sensor and, hence, the improvement in the accuracy of the location estimation using HiRLoc-RV is less than the one achieved with HiRLoc-AV.
In Fig. 7(b) , we show the communication cost required for localization in number of transmitted messages, for varying average localization error . The communication cost was computed for a sensor network of 200 sensors. Note that SeRLoc and HiRLoc are the only algorithms whose communication cost is independent of the number of sensors deployed. All other algorithms rely on neighbor sensor information to estimate the sensor location and, hence, the communication cost grows with the increase of the size of the sensor network.
We observe that for small localization error (less than ) HiRLoc requires less messages for localization compared with all other algorithms. This result seems counterintuitive, since each locators in our experiment had to transmit twice the number of messages compared with SeRLoc. However, fewer locators were required in order to achieve the desired localization accuracy and, hence, the overall communication cost was lower for HiRLoc. As the required localization accuracy decreases (above ) SeRLoc becomes more efficient than HiRLoc, since it can achieve good precision with a relatively small number of locators. It is important to note that though HiRLoc and SeRLoc have similar performance in communication overhead, HiRLoc needs a much smaller number of locators to achieve the same localization accuracy. This fact becomes evident in the following experiments.
B. Region of Intersection-Antenna Orientation Variation
In our second experiment, we examined the impact of the number of antenna rotations on the size of the . In Fig. 8(a) , we show the versus the number of antenna rotations, and for varying , when three-sector antennas are used at each locator. Note that the is normalized over the size of the given by SeRLoc denoted by (no antenna rotation). From Fig. 8(a) , we observe that even a single antenna rotation, reduces the size of the by more than 50%, while three antenna rotations reduce the size to , when . A reduction of 50% in the size of the by a single antenna rotation means that one can deploy half the locators compared with SeRLoc and achieve the same localization accuracy by just rotating the antenna system at each locator once. The savings in number of locators are significant considering that the reduction in hardware requirements comes at no additional cost in communication overhead.
We also observe that as grows HiRLoc does not reduce the by the same percentage compared with lower . This is due to the fact that when the number of locators heard at each sensor is high, SeRLoc provides an already good estimate of the sensor location (small ) and, hence, the margin for reduction of the size is limited. In Fig. 8(b) , we show the normalized versus the number of antenna rotations, and for varying number of antenna sectors at each locator. As in the case of high , when the antenna sectors become narrow (16-sector antennas) SeRLoc already gives a very good location estimate and, hence, HiRLoc does not provide the same improvement as in the case of wider sectors. Furthermore, when the sectors are already very narrow, it would be expensive to develop a mechanism that would rotate the antennas at each locator with great precision. Hence, HiRLoc is very efficient when wide antenna sectors are used at each locator.
C. Region of Intersection-Communication Range Variation
In our third experiment, we examined the impact of the communication range variation on the size of the . In Fig. 9(a) , we show the normalized versus the number of communication range variations, and for different values, when threesector antennas are used at each locator. Each locator transmits beacons at four different communication ranges.
From Fig. 9(a) , we observe that the communication range variation, though significantly improves the system performance, does not achieve the same reduction as the antenna orientation variation. 7 This behavior is explained by the fact that the gradual reduction of the communication range reduces the number of beacons heard at each sensor, in contrast with the antenna orientation variation case where the same number of locators is heard at the sensors at each antenna rotation. In addition, we observe that greater reduction occurs when the at each locator is high. This is justified by considering that a higher allows for more sectors with lower communication range to intersect and, hence, smaller . In Fig. 9(b) , we show the normalized versus the number of communication range variations, and for varying number of antenna sectors at each locator. Though the reduction is not as high as in the antenna orientation variation case, the communication range variation leads to significant performance improvement. As in our previous experiment, narrower antenna beams give a good location estimate and, hence, has smaller margin for improvement.
VI. RELATED WORK
While the problem of localization in a trusted environment has been an extensive topic of research [1] , [3] , [10] , [25] - [27] , [30] , [31] , very few methods have been proposed for secure localization [6] , [15] , [18] - [22] .
Localization schemes proposed for a trusted environment can be classified to range-dependent and range-independent based schemes. In range-dependent schemes, nodes determine their location based on distance or angle estimates to some reference points with known coordinates. Such estimates may be acquired through different methods such as time-of-arrival (TOA) [5] , [11] , time difference-of-arrival (TDOA) [30] , [31] , angle-of-arrival (AOA) [27] , or received signal strength indicator (RSSI) [1] . In the range-independent localization schemes, nodes determine their location based only on the information transmitted from the reference points, without using any time, angle, or power measurements [3] , [10] , [25] , [26] .
In [18] and [19] , Lazos and Poovendran propose a rangeindependent localization scheme called SeRLoc, that uses the properties of the physical medium (communication range constraint) and computationally efficient cryptographic primitives to allows sensors to determine their location, even in the presence of security threats. Sensors rely on localization information transmitted from reference points with known location and orientation, in order to estimate their position. SeRLoc provides secure localization under the assumption that any attacker cannot selectively jam transmissions of reference points. Reference points are equipped with directional antennas in order to provide higher localization accuracy at the sensors. However, further increase of the localization accuracy requires the deployment of more reference points or the use of more directional antennas at each reference point.
In [6] ,Čapkun and Hubaux propose SPINE, a secure range-based positioning based on bounding the distance of each sensor to at least three reference points. By using timers with nanosecond precision, each sensor can bound its distance to any reference point within range. If the sensor is within a triangle formed by three reference points, it can compute its position via a method called verifiable multilateration. Verifiable multilateration provides a robust position estimate, assuming that any attacker does not collude with compromised nodes. However, in order to perform verifiable multilateration, a high number of reference points is required [6] .
In [20] , Lazos et al. propose ROPE, a range-independent localization scheme that limits the impact of a multiple attacks such as the wormhole attack [12] , the Sybil attack [9] , [13] , [33] , and selective jamming, without the need for deploying a large number of reference points. ROPE relies on computationally efficient cryptographic primitives to secure the beacon transmissions from the reference points, as well as distance bounding [4] , [6] to verify the distance of each sensor to at least one reference point. Hence, any adversary can only displace a sensor within a limited region.
In [22] , Liu et al. propose a robust range-dependent localization method that uses minimum mean square estimation (MMSE) to filter outliers, and compute the position of the sensors using a consistent set of range estimates. The method presented in [22] prevents attackers from displacing sensors by corrupting a small set of range estimates. However, the valid set of range estimates cannot be identified if the attacker successfully corrupts a large set of range estimates (more than the benign ones).
In [21] , Li et al. propose the use of robust statistical methods for filtering out the outliers in the sample set used to estimate the sensors' location. The authors illustrate how they can limit the impact of the outliers by employing a least median squares (LMSs) technique. As in the case of the method in [22] , the authors make the implicit assumption that the majority of the observations collected by each sensor are benign and only a few samples are corrupted. However, in specific types of attacks such as the wormhole [12] and Sybil attack [9] , the majority of the samples can be malicious.
VII. DISCUSSION AND OPEN PROBLEMS
The localization schemes that have been proposed for robust estimation of the position of sensors in the presence of adversaries can be classified into two main classes. The schemes proposed in [21] and [22] , do not consider a specific adversarial model. Instead, they consider that some fraction of the localization information is corrupted, while the majority of the observations are benign. The information can be corrupted either due to network faults or due to some type of attack. Using statistical methods, schemes of the first class filter out outliers and estimate the position of sensors by considering only a consistent subset of the set of the collected observations. The schemes proposed in [6] and [18] - [20] , consider specific adversarial models and examine the potential attacks an adversary can launch in order to disrupt the localization process. Using the characteristics of the adversarial models, schemes of this class propose mechanisms to secure the localization against the different types of feasible attacks.
HiRLoc belongs to the second class of algorithms where a specific adversarial model is considered. We have shown that an adversary cannot disrupt HiRLoc by corrupting range estimates, since no such estimates are used to compute the position of sensors. An attacker can potentially enlarge the communication range of the locators in an effort to displace the sensors. However, such an enlargement is equivalent to the wormhole attack that is detected and prevented with a very high probability when using HiRLoc, as presented in Section IV-B. An attacker can also attempt to reduce the communication range of the locators. A reduction in communication range does not lead to sensor displacement since any sensor hearing a locator will still be within the nominal communication range even if it has been reduced by some attack.
In addition, an adversary attempting to disrupt HiRLoc gains no benefit from compromising sensor nodes since sensors do not assist in the localization of other sensors. The only usable information extracted from compromising a sensor is the globally shared key . Though a single sensor compromise reveals the , broadcasting with a commonly shared key is the most bandwidth and energy-efficient solution. The adversary can only use to launch a Sybil attack. However, the Sybil attack can be prevented with a high probability as presented in Section IV-C. In the case where a higher level of security is required compared with the one offered by the globally shared key, one can adopt the broadcast authentication techniques as in [23] and [29] . However, both those techniques require time synchronization among all nodes of the network not currently required for HiRLoc.
In HiRLoc, an attacker can successfully displace sensors by compromising a threshold number of locators (reference point). However, as with any localization algorithm, if the coordinate system used to localize the sensor is false, then the location estimation is false. In addition, an adversary is able to displace sensors if it can selectively jam transmissions of locators. HiRLoc is not jamming resistant. However, such a feature can be added in HiRLoc by employing the distance bounding technique presented in [4] , [6] , and [20] . Jamming resistance comes at the expense of hardware complexity, since sensors need to be equipped with clocks of nanosecond precision in order to perform distance bounding.
On the other hand, the methods using robust statistical methods [21] , [22] do not attempt to prevent any specific type of attack. They provide a robust estimate of the position of the sensors as long as the majority of the observations are benign. Though most observations collected in the whole network may be benign, an adversary can launch attacks to pockets of the network and corrupt the majority of the observations in a confined network region. As an example, consider the wormhole attack described in Section IV-B. In such an attack, the beacons replayed by the attacker provide false localization information to a specific set of sensors. For the sensors under attack, the localization process is compromised if the replayed beacons are more than the benign ones. Statistical methods that rely on the detection of consistent subsets of information, will fail to discern the replayed beacons from the valid ones and accept the replayed set of beacons as the most consistent one.
Both classes of solutions to the robust sensor localization problem are by no means perfectly secure to adversaries. In fact, due to the resource constraint nature of the sensor devices, there is a tradeoff between the robustness in the location estimation and the hardware and computational complexity. From the related work, it is evident that no single approach can prevent all types of attacks. A multimodal approach that takes into account multiple features of the sensor network is required in order to build a robust localization system. Finally, a formal classification of the threat models and their direct relation with the localization error is needed.
VIII. CONCLUSION
We studied the problem of sensor localization in the presence of malicious adversaries and proposed a high-resolution rangeindependent localization scheme called HiRLoc. We showed that HiRLoc localizes sensors with significantly higher accuracy than previously proposed methods, while requiring fewer hardware resources. Furthermore, we showed that HiRLoc allows the robust location computation even in the presence of security threats in WSN, such as the wormhole attack, the Sybil attack and compromise of network entities. Our simulation studies confirmed that variation of the transmission parameters at the reference points leads to high-resolution location estimation.
